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Guide for System Center Monitoring Pack for Lync Room System
This is a guide for Monitoring Pack 7.0 for Microsoft® Lync™ Room System (LRS) software.
Guide History

	Release Date
	Changes

	03/18/2014
	Original release of this guide.


Supported Configurations

System Center Operations Manager Root Management Server and Agent Support

· System Center Operations Manager (SCOM) 2012 SP1 and later versions
The following table shows the supported configurations for the Monitoring Pack for Lync Room System.
	Configuration
	Support

	Windows 7 Embedded Standard
	Yes

	Domain-joined LRS Appliance PC
	Supported 

	Nondomain-joined Lync Room System Appliance PC
	Not supported


Prerequisites

The following requirements must be met to run this monitoring pack:

· LRS with the March 2014 Cumulative Update
Mandatory Configuration

The following list describes the mandatory configuration steps: 
1. Download the MSI and import this management pack on SCOM operations console. (Note that the default installation path for MSI is C:\Program Files\Microsoft Lync Server 2013\Management Packs\. You can change it if you want during installation.)
2. Join the LRS appliance PC to the domain where the SCOM infrastructure is configured.
3. Configure LRS MOMAgent to point to your SCOM management server and the management group name.
4. Wait for a few minutes until you’re sure that all the necessary management packs have been imported on the appliance PC under 
C:\Program Files\System Center Operations Manager\Agent\Health Service State\Management Packs.
5. Apply and save the changes on the appliance PC. It’ll restart, and the management pack will be in operation.
Files in this Monitoring Pack

The Monitoring Pack for Lync Room System includes the following file: 

· Microsoft.Lync.RoomSystem.Client.mp
Monitoring Pack Purpose

The LRS SCOM management pack allows video conferencing room administrators to monitor all the LRSs deployed in their organizations. They can go to the SCOM console to know the health of all LRS and the specific issues faced by each LRS. Once they know the issue remotely, they can triage it and then choose to fix the issue on the infrastructure or server side, or they can send the right person to the room to address the situation. 
In this section:


Monitoring Scenarios

How Health Rolls Up
For details on the discoveries and monitors contained in this monitoring pack, see Appendix: Monitoring Pack Contents, later in this paper.
Monitoring Scenarios

The following table lists monitoring scenarios for the LRS management pack. The appendix describes all of the relevant monitors with their severity and priority. 
	Monitoring scenario
	Description

	LRS Appliance Health Alerts
	This scenario checks if the LRS appliance is connected to SCOM server and doing heartbeat. If LRS appliance is not connected to SCOM server, it’ll grey out. 

	LRS Devices Alerts
	LRS Audio, Video, and Display devices alerts are sent whenever the LRS console application detects any of these devices’ problems in either pre-meeting or in-meeting phase. 

	LRS Lync Server Connectivity Alerts
	LRS connectivity to Lync server is tracked in this monitor. When LRS can’t sign in, this monitor logs an alert. 

	LRS Exchange Web Services Connectivity Alerts
	LRS connectivity state with the Exchange server. If LRS loses Exchange connectivity, an event is logged.

	LRS Operational Alerts
	There are a number of warning and informational alerts raised during the normal operation of the LRS console. These can be related to user actions while joining or conducting a Lync meeting.

	LRS Maintenance Alerts
	Every night, the LRS console is configured to go into maintenance mode where it can update the software or the password, or perform other cleanup tasks. There are specific alerts raised when something goes wrong during that maintenance. 

	LRS Configuration Alerts
	If LRS can’t successfully apply certain configuration settings, it raises alerts to notify admins to take the appropriate actions. 


How Health Rolls Up

At the SCOM level, all of the LRSs deployed in an organization can be considered collectively as a service, a collection of individual LRSs deployed corporation wide. Thus, if any single LRS needs attention, the LRS service represents the collective state of all the LRSs. You can simply ignore the LRS service and quickly look at the individual LRS reporting issues. 
Configuring the Monitoring Pack for LRS
To configure the LRS appliance to work with SCOM, you must do following four things: 
· Identify and configure your primary SCOM management server. To do this, you must install System Center Operations Manager 2012 SP1, in addition to setting up a back-end database using Microsoft SQL Server. Refer to the SCOM documentation to deploy and configure SCOM infrastructure. 

· Import the LRS Management Pack into your SCOM management server via SCOM Operations Console. Refer to the SCOM documentation to learn about importing a management pack on SCOM management server. You might have to import some additional management packs to resolve dependencies. These additional management packs can be found in the online catalog or in the SCOM installation media folder.
· Identify LRS appliance PCs that you’d like to monitor via SCOM, and point to your SCOM Management Group and server. The steps are provided above in the “Mandatory Configuration” section.
· Configure the email or SMS notification channel on the SCOM server. Refer to the SCOM documentation to configure SCOM email or SMS notification channel.
Configuring System Center Operations Manager 

Please ensure the following settings are accurately configured on System Center Operations Manager.
· Go to Administration > Agents Manager > LRS agent or agents > Properties.

· You might have to allow the agent to act as a proxy.
· Go to Administration > Security > Settings > Security. Do not reject all new manual agent installations.
Appendix: Monitoring Pack Contents

The Monitoring Pack for LRS discovers the object types described in the following sections. Not all of the objects are automatically discovered. Use overrides to discover those objects that are not automatically discovered. 

Related Monitors
	Monitor Name
	Description
	Type
	Monitor Behavior
	Event ID
	Alert Priority
	Alert Severity
	Reset Behavior
	Green Event

	LRS Connection to Lync Server
	LRS can't seem to sign into the Lync server. Check the account credentials or the Lync server and account settings.
	Availability
	Alert
	1001
	Critical
	Critical
	Automatic 
	1002

	LRS Connected To Lync
	LRS is connected to the Lync server.
	N/A
	Green
	1002
	N/A
	Informational
	Automatic 
	1001

	LRS Discovering Exchange Server
	LRS is not able to pull the meeting room scheduled meeting information from Exchange calendar.
	Availability
	Alert
	1003
	N/A
	Critical
	Automatic 
	1005

	LRS Accessing Exchange Calendar Information
	LRS is not able to pull the meeting room scheduled meeting information from the Exchange calendar.
	Availability
	Alert
	1004
	N/A
	Critical
	Automatic 
	1006

	LRS Auto Discovery Completed
	The LRS Auto Discovery has completed.
	N/A
	Green
	1005
	N/A
	Informational
	Automatic 
	1003

	LRS Fetched Calendar Data
	LRS has fetched the calendar data.
	N/A
	Green
	1006
	N/A
	Informational
	Automatic 
	1004

	LRS connections to primary Lync pool
	The LRS connection to its primary pool is not available.
	Availability
	Alert
	1007
	N/A
	Warning
	Automatic 
	1021

	LRS Audio Device
	The LRS audio device is not working.
	Availability
	Alert
	1008
	N/A
	Critical
	Automatic
	2052

	LRS Video Camera Device in Pre-Meeting
	The LRS video camera device is not working.
	Availability
	Alert
	1009
	N/A
	Critical
	Automatic
	2053

	LRS Display(s) in Pre-Meeting
	One or more of the LRS displays is not working.
	Availability
	Alert
	1010
	N/A
	Critical
	Automatic
	2054

	LRS joined a meeting or a P2P call
	LRS joined a meeting or a P2P call.
	N/A
	Collect
	1015
	N/A
	Informational
	N/A
	N/A

	LRS User Cannot Switch to Requested Video View in Meeting
	The LRS user could not switch to Requested Video View mode in the meeting.
	N/A
	Collect
	1016
	N/A
	Warning
	N/A
	N/A

	LRS User Failed to Start Whiteboard in Meeting
	The LRS user failed to start Whiteboard in the meeting.
	N/A
	Collect
	1017
	N/A
	Warning
	N/A
	N/A

	LRS User Cannot Switch to Content View
	The LRS user could not switch to Content View.
	N/A
	Collect
	1018
	N/A
	Warning
	N/A
	N/A

	LRS User Cannot Start Content Capture
	The LRS user could not start content capture.
	N/A
	Collect
	1019
	N/A
	Warning
	N/A
	N/A

	LRS went into media resilience mode
	LRS lost connectivity to the home pool. The media session is still connected.
	Availability
	Alert
	1020
	Medium
	Warning
	Automatic 
	1021

	LRS Out From Media Resilience
	LRS got out of Media Resilience mode.
	N/A
	Green
	1021
	N/A
	Informational
	Automatic 
	1020

	LRS User Cannot Add a Participant to the Meeting
	The LRS user could not add a participant to the meeting.
	N/A
	Collect
	1022
	N/A
	Warning
	N/A
	N/A

	LRS Retrieving Exchange Calendar Information
	LRS is not able to retrieve the meeting room's calendar information from Exchange.
	Availability
	Alert
	1023
	N/A
	Critical
	Automatic 
	1006

	LRS Update Service Started
	The LRS Update Service has started.
	N/A
	Collect
	2000
	N/A
	Informational
	N/A
	N/A

	LRS Downloading Manifest File
	LRS failed to download the manifest file related to the update process.
	Configuration
	Alert
	2001
	Medium
	Critical
	Automatic 
	2002

	LRS Update Service Downloaded Manifest File Successfully
	The LRS Update Service successfully downloaded the manifest file.
	N/A
	Collect
	2002
	N/A
	Informational
	N/A
	N/A

	LRS Applying Update Pack
	The LRS failed to apply update pack.
	Configuration
	Alert
	2003
	Medium
	Critical
	Automatic 
	2009

	LRS Web Update Download
	The LRS web update download failed.
	Configuration
	Alert
	2004
	medium
	Critical
	Automatic 
	2007

	LRS Web Update Local File Found
	The local file for the LRS web update is missing.
	Configuration
	Alert
	2006
	medium
	Critical
	Automatic 
	2007

	LRS Web Update Installation Started
	The LRS web installation has started.
	N/A
	Collect
	2007
	N/A
	Informational
	N/A
	N/A

	LRS Web Update Installation
	The LRS web update installation failed.
	Configuration
	Alert
	2008
	Medium
	Critical
	Automatic 
	2009

	LRS Web Update Installation Succeeded
	The LRS web update installation succeeded.
	N/A
	Collect
	2009
	N/A
	Informational
	N/A
	N/A

	LRS Web Update Installation 
	The LRS web update install failed.
	Configuration
	Alert
	2010
	Medium
	Critical
	Automatic 
	2009

	LRS Windows Update Found
	The LRS Windows update was not found.
	Configuration
	Alert
	2011
	Medium
	Critical
	Automatic 
	2013

	LRS Windows Update Download
	The LRS Windows Update download failed.
	Configuration
	Alert
	2012
	Medium
	Critical
	Automatic 
	2013

	LRS Windows Update Download Succeeded
	The LRS Windows Update download succeeded.
	Configuration
	Alert
	2013
	Medium
	Informational
	Automatic 
	2011, 2012

	LRS Installing Updates
	The LRS Windows Update installation failed.
	Configuration
	Alert
	2014
	Medium
	Critical
	Automatic 
	2015

	LRS Windows Update Installation Succeeded
	The LRS Windows Update installation succeeded.
	N/A
	Collect
	2015
	N/A
	Informational
	N/A
	N/A

	LRS Windows Update Installation Started
	The LRS Windows Update installation started.
	N/A
	Collect
	2016
	N/A
	Informational
	N/A
	N/A

	LRS Windows Update Already Installed
	The LRS Windows Update is already installed.
	N/A
	Collect
	2017
	N/A
	Warning
	N/A
	N/A

	LRS Windows Update Service Status
	Provides the LRS Windows Update service status.
	N/A
	Collect
	2018
	N/A
	Informational
	N/A
	N/A

	LRS Update Service Rolling Back Write Filter
	LRS Update Service Rolling back write filter
	N/A
	Collect
	2019
	N/A
	Warning
	N/A
	N/A

	LRS Update Service On System Shutdown
	LRS update Service on system shutdown
	N/A
	Collect
	2020
	N/A
	Informational
	N/A
	N/A

	LRS Update Service Unexpected Error
	LRS Update Service Unexpected Error
	Configuration
	Alert
	2021
	Medium
	Critical
	N/A
	N/A

	LRS Update Service Update to Apply
	Lists the LRS updates to apply.
	N/A
	Collect
	2022
	N/A
	Warning
	N/A
	N/A

	LRS Update Service Initiating Reboot
	LRS Update service initiating Reboot
	N/A
	Collect
	2023
	N/A
	Informational
	N/A
	N/A

	LRS Update Valid URL
	LRS Update Invalid URL
	Configuration
	Alert
	2024
	Medium
	Critical
	N/A
	N/A

	LRS Checkpointing Write Filter
	LRS Check pointing write filter
	N/A
	Collect
	2025
	N/A
	Informational
	N/A
	N/A

	LRS System Configuration
	LRS system configuration failed
	Configuration
	Alert
	2026
	Medium
	Critical
	Automatic 
	2027

	LRS Updating System Configuration
	LRS updating system configuration
	N/A
	Collect
	2027
	N/A
	Informational
	N/A
	N/A

	LRS Renewing Password
	LRS failed to auto renew the password
	Configuration
	Alert
	2028
	Medium
	Critical
	Automatic 
	2029

	LRS Renewed Password
	LRS renewed password
	N/A
	Collect
	2029
	N/A
	Informational
	N/A
	N/A

	LRS Maintenance Triggered
	LRS maintenance triggered
	N/A
	Collect
	2030
	N/A
	Informational
	N/A
	N/A

	LRS Daily Maintenance Skipped
	LRS daily maintenance skipped
	N/A
	Collect
	2031
	N/A
	Warning
	N/A
	N/A

	LRS Windows Update Setting Proxy
	LRS failed to set the update proxy
	Configuration
	Alert
	2032
	Medium
	Critical
	Automatic 
	2034

	LRS Windows Update Set Proxy Success
	LRS Windows Update Set proxy success
	N/A
	Collect
	2034
	N/A
	Informational
	N/A
	N/A

	LRS Reboot Requested
	LRS requested a reboot
	N/A
	Collect
	2035
	N/A
	Informational
	N/A
	N/A

	LRS Update Service Manifest File
	LRS Update Service manifest file
	N/A
	Collect
	2036
	N/A
	Warning
	N/A
	N/A

	LRS System Configuration Succeeded
	LRS Configuration Succeeded
	N/A
	Collect
	2038
	N/A
	Informational
	N/A
	N/A

	LRS Starting Update
	LRS starting update
	N/A
	Collect
	2040
	N/A
	Informational
	N/A
	N/A

	LRS Update Downloading File
	LRS update downloading files
	N/A
	Collect
	2042
	N/A
	Informational
	N/A
	N/A
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